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®* The InSight Platforr S€ 1ealthcare Delivery Organizations to consume

SBOMs and monitor deployed device vulnerabilities
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® Losse:

* A more connected world is also a more vulnerable world
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“The status ¢
“Adversaries are increasing their cyber capabilities while US vulnerabilities continue to grow.”

“If the US government cannot find a way to seamlessly collaborate with the private sector to build a
resilient cyber ecosystem, the nation will never be secure.”




Layered Cyber Deterrence

® Impose Costs

® As a deterrent and motivator




Layered Cyber Deterrence

® Reducing frequency anc

® Proactively pursuing and countering all levels of attacks
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* Operationc e private sector

(j ® Preserve and employ the mili’rqy instrument of power







five in cyberspace

d. Establish orincipal advisor to the President

4. Recruit, develop, and retain a s’rrongér federal cyber workforce
/ d. Deepen and diversify the pool of candidates for cyber work in the federal government







” Technologies

. Improve internationc s for ent activities in cyberspace
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1 crisis.”




cyber incident

abletop exercise (e.g. Cyber

3. Ensure the security of our elections and resilience of our democracy

d. Improve structure and modernize campaign regulations to promote cybersecurity







small and medium-sized businesses

Reduce critical dependencies on untrusted information and communications technology

d. Commit significant funding toward R&D in emerging technologies ( National Cyber Moonshot Initiative)

Strengthen national systemic data security

d. National law to establish requirements for collection, retention and sharing of user data




"Without ac

Underwriters Laboratory

fo compare security between products, critical infrastructure owners and operators cannot

easily price security into their purchasing decisions.”




4. Partner

Develop a labe formation on the characteristics and constituent

components of a software or hardware product
Specifically include those components that contribute to the security of a product
Establish a mechanism to educate end users about the component characteristics

Provide component security information as product labeling and public posting




ingredients: Aqua, Ammonium Lauryl Sulfate, Decy
Uucosde, Lauryl Glucoside, Cocamidopropy! Betame,
= Dimathicone (and) Amodimethicone (and) Laureth-23
dyquaternium-10 {and) Laureth-4, Glycol Distearate,
apolymer, Polyquatemeum-7, Fragrance, PEG 150
Ciric Acid, Polyquaternium-10, Potassium
sodium Benzoate, Glycerin, Disodum EDTA
Matooligosyl Glucoside & Hydrogenated Sterch
(orolysate, PEG-45M, Methylchloroisothiazofinone &
sosothiazolinone, Sodium Hydroxide, BHT, OC%
O e 0 Extract, Terminalia Hallerica Frurt bxrac
pla XTERNAL USE ONLY. Store in a cool and dry

s Clinically proven for effectiveness.
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® NTIA - standardizc



"Congress should direc smmission to establish a regulation

(f mandating transparency from final goods assemblers.”
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TRANSPARENCY OF MEDICAL DEVICES

Device Software Bill of Materials (SBOM) Sample

Device Name
Sample device

Device Description

Software

Blender Foundation

Dolby Laboratories, Inc.

Notepad++ Team

Microsoft Corporation

Microsoft Corporation

Microsoft Corporation

Model Version
Sample Premier Model Version 1.2.3.4

Name

Blender

Dolby Audio X2 Windows AP| SDK

Notepad++ (64-bit x64)

Microsoft Visual J# 2.0 Redistributable Package - SE (x64)

Microsoft Visual C++ 2015 x64 Minimum Runtime -
14.0.24212

Microsoft Visual C++ 2013 x64 Minimum Runtime -

179 N ANRRND

Operating System
MS Windows 10 Pro

Component
Discovered
Discovered

7.7 Discovered

2.0.50728 Discovered

14.0.24212 Discovered

12.0.40660 Discovered




y and patch management

Provide lasting support for the a’rionaI-VUInerabiIi’ry Database (NVD), Common

Vulnerability Exposures (CVE) program, and the Cybersecurity and Infrastructure

Security Agency’s (CISA) vulnerability disclosure work
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ard of care

* Make: rability?

® Being disclosed through , and including, but not being limited to, being assigned a

Common Vulnerabilities and Exposures number
/ 2 No distinction of criticality or risk of vulnerability, whereas FDA categorizes Controlled and Uncontrolled Risk in their Postmarket Guidance







e from the

ing their unique status

. Improve comb

9 -
d. Pass a national cyber incident reporting law
/ 3. Integrate public and private sector defense efforts for better coordinated incident response







2. Ensure ional and nuclear

weapons sys’remécm Un




\d continued support

® Incentivizing (pu pliance)

* Information technology products should include component security information (transparency)




* Generate and maintain SBOMs for each unique product version

® Monitor SBOM component vulnerabilities
®* Share SBOMs with authorized end users




* Cyberspace Solari

* Vigilant Ops — www.vigilant-ops.com
O


https://www.fda.gov/regulatory-information/search-fda-guidance-documents/content-premarket-submissions-management-cybersecurity-medical-devices
https://www.fda.gov/regulatory-information/search-fda-guidance-documents/postmarket-management-cybersecurity-medical-devices
https://www.ntia.doc.gov/SoftwareTransparency
https://www.nema.org/Standards/view/Manufacturer-Disclosure-Statement-for-Medical-Device-Security
https://www.solarium.gov/
http://www.vigilant-ops.com/

INSIGHT PLATFORM
DEMONSTRATION



